Information Security Agreement

This Information Security Agreement (“Agreement”) is made this (“Effective Date”) by
and between (“Vendor”), with its offices at , and Contra Costa County, a political
subdivision of the State of California (“County”), each individually referred to as a “Party,” and
collectively, the “Parties.”

WHEREAS, Vendor wishes to submit a proposal in response to the competitive solicitation
[Insert Name of Solicitation and RFP Number] (the “RFP”) as requested by the County’s Health
Services Department; and

WHEREAS, Vendor represents and warrants that it is qualified to perform the services set
forth in the RFP; and

WHEREAS, Vendor understands that it is required to meet the minimum qualifications to
bid as set forth in the RFP; and

WHEREAS, Vendor represents and warrants that it did not participate in any part of the RFP
development process and had no knowledge of the specific contents of the RFP prior to its
1ssuance; and

WHEREAS, as a result of the RFP, if selected, Vendor will enter into discussions with the
County with respect to a business relationship between Vendor and County to perform the services
set forth in the RFP;

Now, THEREFORE, for good and valuable consideration, the receipt and sufficiency of which
is acknowledged by each Party the parties agree as follows:

1.  Purpose. In the course of, or for the purpose of facilitating discussions with the County with
respect to the Parties potentially entering into an agreement for Vendor to provide healthcare
information technology services to the County as set forth in the RFP (a “Definitive
Agreement”), either Party may disclose to one another Confidential Information as defined
below. This Agreement sets out the Parties’ respective obligations with respect to the
Confidential Information that one party to this Agreement receives (the “Receiving Party”)
from the other Party (the “Disclosing Party™).

2.  Confidential Information. As used in this Agreement, the term “Confidential Information”
means technical information or processes, information security audit reports, independent
system security reports, technical documentation, SOC2 Type 2 reports, ISO 27001 reports,
and data and system security methodologies relating to the Disclosing Party’s information
security designs.

3. Limited Access and Use.

a. The Receiving Party agrees to treat the Confidential Information as confidential to and
as the property of the Disclosing Party or the County, where applicable, and agrees to use



an appropriate degree of care (which, in any case, will not be less than a reasonable
degree of care) to prevent disclosure of the Confidential Information of the Disclosing
Party or the County.

b. The Receiving Party will use Confidential Information only for the purpose of the County
assessing Vendor’s information security systems and processes in connection with the RFP

(the “Purpose™).

c. Confidential Information will be kept separate from any other County business that the
Receiving Party may be conducting and will not be included within the general file of
the Receiving Party.

d. Confidential Information will not be used by the Receiving Party in furthering or
expanding its business, or developing its own services or systems, except for providing
services in connection with and for the sole purpose of the Purpose.

e. The Receiving Party will not disclose the Confidential Information to any third party or
individual without the prior written consent of the Disclosing Party, except the Receiving
Party may disclose the Confidential Information to: (i) its employees who have a need to
know such Confidential Information for the purpose of carrying out this Agreement and
who have been advised of the obligations of confidentiality and are obligated to keep the
Confidential Information confidential; and (ii) the County.

f. The Receiving Party will not copy or reproduce the Confidential Information except as
reasonably required for the purposes contemplated in this Agreement and will reproduce
any confidentiality or other proprietary rights notices on the Confidential Information on
all copies.

g. Confidential Information will be returned to the Disclosing Party by the Receiving Party
or destroyed by the Receiving Party upon the written request of the Disclosing Party at
any time. An authorized representative of the Receiving Party, if requested by the
Disclosing Party, shall certify in writing on behalf of the Receiving Party that all such
Confidential Information has been returned or destroyed, as applicable. The Receiving
Party may retain one (1) copy of the Confidential Information for archival purposes or to
defend its work product, provided however, such Confidential Information remains
subject to the terms and conditions of this Agreement for thirty (30) days following the
earlier of: (a) termination of the RFP, (b) a written request from Disclosing Party; or (c¢)
the expiration of the Term of this Agreement under Section 6 (Term).

No License. The parties acknowledge and agree that all rights to the Confidential
Information, except for the specific rights to use the Confidential Information described
herein, are reserved by the Disclosing Party. No license, express or implied, under any trade
secret right, trademark, patent, copyright, or other proprietary right or applications which are
now or may hereafter be owned by a party, is granted by the disclosure of Confidential
Information under this Agreement. Nothing in this Agreement is to be construed as granting



the Receiving Party any title, ownership, license, or other right or interest with respect to the
Confidential Information disclosed by the Disclosing Party.

Exceptions to Confidential Information. This Agreement does not apply to or restrict the
Receiving Party from using or disclosing Confidential Information:

a. which is or becomes public other than through a breach of this Agreement;

b. is already known to the Receiving Party prior to the date of this Agreement and with
respect to which the Receiving Party does not have an obligation of confidentiality;

c. which is independently developed by the Receiving Party;

d. which is disclosed to the Receiving Party by a person or entity not party to this
Agreement, excluding the County, and who is entitled to disclose such information
without breaching an obligation of confidentiality; or

e. required to be disclosed by law, whether under an order of a court, government tribunal,
or other legal process. If the Receiving Party is required to disclose Confidential
Information as part of a judicial process, government investigation, legal proceeding, or
other similar process, the Receiving Party will give prior written notice of such
requirement to the Disclosing Party. Reasonable efforts will be made to provide this
notice in sufficient time to allow the Disclosing Party or the County, where applicable,
to seek an appropriate confidentiality agreement, protective order, or modification of any
disclosure, and the Receiving Party will reasonably cooperate in such efforts.

Term. This Agreement shall remain effective for the period of time beginning on the
Effective Date and ending on the earlier of the date that: (a) the Parties enter into a Definitive
Agreement; and (b) the date on which the Parties terminate their negotiations in writing with
respect to entering into a Definitive Agreement (such earlier date, the “Term”).

Future Relationship. Nothing in this Agreement shall be construed as obligating any party
to: (a) continue any discussions, (b) enter into a Definitive Agreement, or (c) provide any
services.

Injunctive Relief. The parties acknowledge that the unauthorized use or disclosure of the
Confidential Information could cause irreparable harm to the Disclosing Party or the County.
Accordingly, the parties agree that they have the right to seek an injunction, without bond or
other security, against any breach or threatened breach of this Agreement as well as the right
to pursue any and all other rights and remedies available at law or in equity for such breach
or threatened breach.

Vendor Communications and Authorized Representative. Vendor hereby designates the
following Authorized Representative to make and receive all communications related to this
Agreement:
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Vendor Authorized Representative:

Name:
Title:
E-mail:

Notice. Notices delivered in connection with this Agreement must be in writing and delivered
to the address set out in the first paragraph of this Agreement to the attention of the individual
representing each party under this Agreement or as changed by the parties by written notice
delivered to each other from time to time in accordance with this Agreement.

Severability. In the event that any provision of this Agreement shall be determined illegal
or otherwise unenforceable, such provision shall be severed and the balance of this
Agreement shall continue in full force and effect.

Waiver. The failure of either party to enforce any rights granted under this Agreement or to
take action against the other party in the event of a breach shall not be deemed a waiver by
that party as to subsequent enforcement of rights or subsequent actions in the event of future
breaches.

Incorporation of Recitals. The matters recited above are hereby incorporated into and made
part of this Agreement.

Entire Agreement and Amendments. This Agreement binds the parties and their respective
successors and permitted assigns (provided that neither party may assign this Agreement
without the prior written consent of the other party, such consent not to be unreasonably
withheld, except that either party may assign this Agreement without the other party’s
consent in the event an assignment is necessitated by an internal business reorganization)
and constitutes the entire understanding between the parties with respect to its subject matter,
superseding any prior oral or written agreement or understanding relating hereto, and cannot
be amended, changed, or terminated except by a written instrument executed by a duly
authorized representative of each party.

California Public Records Act and Contra Costa County Better Government
Ordinance. Vendor acknowledges that information contained within Vendor’s RFP
proposal, are subject to the California Public Records Act, (California Government Code
section 7920 et. seq.), and the Contra Costa County Better Government Ordinance (Contra
Costa County Ordinance Code section 25). Such records are subject to public inspection and
copying unless exempt from disclosure under federal, state or local law. Information such as
contracts, contractors’ bids, responses to requests for proposals and all other records of
communications between the department and persons or firms seeking contracts shall be
open to inspection immediately after a contract has been awarded. Nothing in this provision
requires the disclosure of a private person’s or organization’s net worth or other proprietary
financial data submitted for qualification for a contract or other benefit until and unless that
person or organization is awarded the contract or benefit. Vendor is hereby advised that
information it provides that is covered by this section will be made available to the public
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upon request. Immediately after any review or evaluation or rating of responses to the RFP
has been completed, evaluation forms and score sheets and any other documents used by
persons in the RFP evaluation or contractor selection process shall be available for public
inspection. The names of scorers, graders or evaluators, along with their individual ratings,
comments, and score sheets or comments on related documents, shall be made immediately
available after the review or evaluation of an RFP has been completed.

16. Applicable Law and Jurisdiction. The formation, interpretation and performance of this
Agreement shall be governed by the laws of the State of California. Venue for all litigation
relative to the formation, interpretation and performance of this Agreement shall be in Contra
Costa County, California.

IN WITNESS WHEREOF, the parties hereto have executed this Agreement as of the
Effective Date written above.

Contra Costa County [Vendor Entity Name]
By: By:

Name: Name:

Title: Title:

Approved as to Form:

Thomas Geiger, County Counsel

By:

Deputy County Counsel
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